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| can recognise, online or ) | can identify « X [
offline, that anyone can say I can dESCHbE‘ Wa}'S tha[ e If} o ?Imp )
0 - please stop - el - . examples of my personal
ask’ to somebody who makes SOMeE DE‘DD|E‘ can be unkind information (e.g. name,
themn feel sad, online. address, birthday, age,
uncomfortable, embarrassed |L‘.II:'-HI'IDH].
ar upset. . .
ETTTE Oniine Bullying
FS|
FS2 FS2
Fs2
| know that work | create | can name my work so that
belongs to me. others know it belongs to me.

Copyright and Ownership Copyright and Ownership

FSI Fs2
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If something happens that

) T ) | can use the internet with ) o | can explain why things one
ey e g makes me feel sad, worried, | can give examples of when | | can explain why it is ¢ :
LGN Tecogiese tnar ther uncomfortable or frightened | ; adult supportto i person finds tunny or sad
may be people online who D should ask permission to do important to be considerate g
N i can give examples of when ) \ ) communicate with people | ) ‘ online may not always be
could make someone feel 2nd how to sneak to an adut | | SOMething online and explain and kind to peaple online
sxil eonbatiased orRset and how to speak to an adult i know (eg video call apps or X ) seen in the same way by
S e I can trust and how they can why this is important. and to respect their choices. ‘
’ services). others.
help
— _ Online Relationships Online Relationships Online Relationships Online Relationships
| can describe what | can exp|a|n rules to keep | can recognise more detailed | can explain why itis
| can recognise that _ . examples of information that important to always ask a
4 ‘ : information | should not put myself safe when using
information can stay online s personal to someone (e.g trusted adult before sharing
5 Onllne WI[hOU[ aSkln a teChﬂO’O bOth iﬂ and where someone lives and any personal Information
and could be copied. i &Y o ' e
trusted adult first. beyond the home. goes to school, family online, belonging to myself or
names) others.

L + Neall z stvle
{ealth, Well-being and Lifestyle Brivacy and Securhy Privacy and Security

| can save my work under a

| understand that work

| can explain why work | | can say why it belongs to me suitable title or name so that
_ - . } _ created by others does not
create using technology (e.g. 'l designed it' or ‘| filmed others know it belongs to me
) belong to me even if | save a
belongs to me it”) (e.g filename, name on i
content). P

Copyright and Ownership

| know / understand that we

| can give simple examples of : | know how to get help from a
: i can encounter a range of G
how to find information using Tt o trusted adult if we see
) things online including things ;
digital technologies, e.g. content that makes us feel
) we like and don't like as well ) )
search engines, voice sad, uncomfortable, worried

as things which are real or

activated searching. or frightened

make believe / a joke
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| can give examples of issues
i : online that might make | can explain how information | can describe how anyone’s
| can explain how other feel sad _ I can identify who can hel
people may look and act SomEenE TEE e '_mrr'ec' put online about someone online information could be me if something happens
) uncomfortable or frightened; '
differently online and offline. can last for a long time. seen by others. MINE WIthOUE My consent

| can give examples of how

they might get help.

Online Reputation Online Reputation

| can explain why some I can explain what bullying is,
I can explan wiy | should . . i . .
mays ask atrusted st || information | find online may | | 1can use smple keywordsin | | how people may bully others | | {can Sayhow those ries/
before clicking yes, ‘agree’ or search engines and how bullying can make guides can help anyone

accessing online technologies

not be real or true.

aCCepl of

e

someone feel.

Managing Online Information Online Bullying

| can describe and explain
I can explain how passwords
some rules for keeping
can be used to protect

personal information private
nformation, accounts and

(e.g creating and protecting
passwords)

devices,
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I can explain ways in which | can glve examples of what
» » o I anyone may or may not be
o ) ) someone might change their s ’ ~ | can explain who someone
| can explain how people can A A | can explain how to search willing to share about :
| can explain what is meant _ identity depending on what can ask if they are unsure
f represent themselves in for infarmation about others themselves online, | can
by the term ‘identity , ) they are doing online (e.g. : . about putting something
- 2 different ways online ' online explain the need to be careful i
ino- . online.
gaming; using an avatar; before sharing anything
social media) and why. personal

| can explain why copying

I can explain what is meant

by Trusting someone online),

| can explain why someone ’
| can explain what it means to why this is different from P ) d , someone else's work from

| can describe ways people i I q ik I d may change their mind about

'know someone’ online anc liking someone online’, an ’ i i i
who have similar likes and & trusting anyone with the internet without

why this might be different why It is important to be o _ )
interests can get together ’ something if they feel permission isn't fair and can

i from knowing someone careful about who to trust
online. : Wxx nervous, uncomfortable or . ;
offline online including what explain what problems this

worried
nformation and content they

might cause.
are trusted with.

Online Relationships Online Relationships Online Relationships Online Relationships C(};‘)}“" igntana (ﬁ)'\."v'r‘|é2r<~;k‘||;>

| can explain the importance

. i | can describe appropriate | can give examples of how
of giving and gaining
permission before sharing ways to behave towards bullying behaviour could
| can explain how someone's R N ) )
feelings can be hurt by what things-onlineshow the other people online and why appear online and how
=PSRN RN o principles of sharing online is -y
Is said or written online. this is important. someone can get support.

the same as sharing offline

e.g. sharing images and g : : )
vidage Online Bullying Online Bullying

Online Relatonships Online Relatlonships
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| can explain that others | can explain ways that some

| can give examples of how to

| can explain how my online online can pretend to be | can describe how to find out of the information about be fespectis 1o othiers drllne
. : , someone else, including my
identity can be different to ; — gmy information about others by anyone online could have and describe how to
A : friends, and can suggest ,
my offline identity : searching online been created, copied or recognise healthy and
reasons why they might do healthy ontine behavior
v Of unneaitny onineg penaviours
this shared by others ) 7
I can explain why people I can identify times or

| can explain how using
need to think carefully about i i
| can describe ways people Y situations when someone

i r » technology can be a 5,
| can recognise when i b Bl o now content they post might A ' ' may need to limit the amount
someone is upset, hurt or _ affect others, their feelings distraction from other things, ,
range of media (e.g. image, : ; S of time they use technology
angry online. A et e and how it may affect how in both a positive and
videao, ' 3 i

others feel about them (their negative way. e8| Caﬁ sugg@t straregles

reputation). to help with limiting this time.

Online Bullying Online Bullyir Online Bullying Health, Well-being and Lifestyle Health, Well-being and Lifestyle

I ¢an describe how 1o search ve some of the | Can explain what is meant | can describe how some
arinn wirhin 2 wid . w fake news e g why some - . )
for information within 3 wide encourage by fake news e.g why somé | can describe strategies for online services may seek | know what the digital age of
group of technologies and peopie to buy things online peopie will create stories or S i oy =2 & =
" . ’ y keeping personal information consent to store information consent is and the impact
make a judgement about the {e.g advertising offers; in-app alter photographs and put y
rivar o 2] - " N " YA A T8 s - ~ " e SerVICes
probable accuracy (e.g socal | | purchases, pop-ups)and can them online 10 pretend private, depending on about me; | know how to this has on online service
media, image sites, videc recogrise some of these context respond appropriately and asking for consent

something s true when it
hen they appear onling who | can ask If | am not sure
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| can describe some of the

| can describe ways that

| can explain that there are way's people may be involved . ) )
¢an explain that the in online communities and | can search for information information about anyone
| can give examples of some people | communicate i - I can explain how someane b dividual I I b db h
escribe how they might
technology-specific forms of with anline who may want o " L‘Il I = ghl can get help if they are having about an individual online ORINE Lar be use y others
collaborate constructively . .
communication (e.g emajis, da me or my friends harm. | ll'l " II: ! problems and identify when and summarise the o makewdgmems about an
o with others and make : ) ) ) o
memes and GIFs), can rﬂcagn;e tF :l llrl s 15 not postiive contributions. (e g to tell a trusted adult, information found. individual and Wh}," these may
my /£ our fault.
: gaming communities or social he incorrect

media groups).
2er Online Reputation

Online Reputation

Online Relationships

Online Relationships

Online Relationships Online Relationships

| can explain how many free

| can demonstrate how to e 3008 600 §3as My
i i i : ; ran describe ways ————— ot flot apps of services may read
| can E’KDHIH how Id@”UW make responmble choices ,pmr;::q_. can affact heskh a0 B -~ | can explain what a strong and share private information | can explain what app
Onllne can be copledl about ha\.fl ng an Dnllne and '-'-L'"-I_.II:'II'IE both positvely purchase WS | A password is and demonstrate (&g friends, contacts, likes, permissions are and can Bhve
. . . X (2. mindfulness apps) and Explan The Imponance of hiow 10 Create one, images, videos, voice, some examples
modified or altered. identity, depending on negatively ssion from 3 messages, geolocation) with
e others,

context. F——
Privacy and Security Privacy and Securiry Privacy and Security

| can give examples of

» and |dentity

_ | can describe how what one _ _
| can recognise online | can identify a range of ways ) .
) person perceives as playful | can explain how anyone can | can assess and JL.IS[Ify when
bullying can be different to ok ing (includ ¢ help if th bei o report concerns and content that is permitted o
oking and teasing (including e rare being i

bullying in the physical world | | 100 & =nc teasing - gethelp I they - access support both in it is acceptable to use the .

, ‘banter) might be bullied online and identify be reused and know how this
and can describe some of ) d by oth h 0 4 adul school and at home abour work of others

experienced by others as when to tell a trusted adult. onine bullying content can be found anline.

those differences.
bullying.

Online Bullying

Crline Bullying

Online Bullying

D& ways of

can describe how fake s

| can describe the helpline | can identify ways the - | . art evalte
R i & @i Ofiline A i can explain key conces
services which can hel R A R ¥ has been d " y affect sameane’

I can explain how to block I o “F_' I — t has been . . mdy &l "’"” freanes .
aple experiencing bullying commercially sponsored or s, b emotions and behaviour, an

abusive users. peaple experiencing bullying agendas. e g website boosted, (e " COFTITEnt 1 calich explain why this may be

and how to access them (2.8 notifications, pop-ups, ted, (e.g by commerci differentiating between o prain Wiyt =

companies or by vioggers, ychers and search resuics. harmful

targeted ads
confent creators, influencers)

Childline or The Mix).

Crline Bullying

Online Bullying
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| can describe issues online

that could make anyone feel

| can explain the ways in

| can explain how someone
. L ) 1 ¢an explain the importance 2 ?
sad, worried, uncomfortable | | asking unt 1 get the help which anyone can develop a would report online bullying
or frightened. | know and can
needed
give examples of how to get

positive online reputation.

| can identify, flag and report
in different contexts
help, both on and offiine

inappropriate content

| can explan that taking or
| can describe how 1o be kind
shanng inappropriate images | can demonstrate how to | can explain how companies
and show respect for others =2 e
of someone (eg ary 2l { g ) e . Py, F - yeur
I can explain how sharing online Including the (eg analyse and evaluate the and news providers target
- embarrassing Images), even if | can explain how search | can explain how to use - alia o
something online may have importance of respecting validity of facts' and people with online news
g they say It Is okay, may have engines work and how results search technologies R
an impact either positively o boundaries regarding what is x . information and | can explain stories they are more likely 10
NG israd Abaut thoin Grlkee an impact for the sharer and are selected and ranked effectively < T
negatively shared abDouy e oniine - N e I b P
& s ? others, and who can help If V;’.'"l)’ us f‘vg these Sl.fd(‘?g".‘}
and how to support them if
someone IS worried about
others do not

engage with and how to
are important

recognise this

this.

| can assess and action | can descnbe effec“ve Wa)’S
different strategies to limit

the impact of technology on people can manage

| can describe common
systems that regulate age-

| can explain whatto doif a
related content (e.g. PEGI,

| know that online services
health (e.g night-shift mode, passwords (e.g. storing them password Is shared, lost or have terms and conditions
BBFC, parental warnings) and regular breaks, correct securely or saving them in stolen.
describe their purpose posture, sleep, diet and

that govern their use
the browser)
exercise)



